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Blazing the Cloud Trail
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Andy Cowell has over twenty years of system administration experience in a variety of
environments. Currently, he works for Scripps Networks as the manager of the Application Engineering
and Automation group, which is responsible for a large number and wide variety of environments, from
legacy Windows apps to DevOps-style Linux web deployments, both on-prem and in the cloud. He has
been responsible for some of the top destinations on the Internet, such as HGTV.com, Dilbert.com, and
Metallica.com. In the past, he has worn many hats, from networking admin to full-time developer, and
cut his teeth as a "wizard" with the UTK Computer Science department.

When not wrangling systems, he solders microcontrollers, paints toy soldiers, drinks bourbon, smokes
pipes, watches hockey, and rolls 20s.
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Regions and AZs

The AWS Cloud operates 33 Availability Zones within 12 geographic Regions around the world.

MONTREAL (Coming soon)
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Infrastructure as a Service



Virtualization

e Elastic Cloud Compute (EC2) service
o Instances
Elastic Block Store (EBS)
m  Volumes
m  Snapshots
Amazon Machine Images (AMI)
Security Groups
Elastic Load Balancers (ELB)
m  Auto-Scaling Groups
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Storage Options

e Elastic Block Storage (EBS)
o Block Volumes
m  General Purpose vs. Provisioned IOPs (and a few others)
m 1GBto16TB
o Snapshots
e Simple Storage Service (S3)
o Object storage
o  Static website hosting
e Glacier (S3 archive)

e Elastic File System (EFS, Preview)
o File-based storage
o NFSv4



Storage Options

e Storage Gateway

o On-prem storage appliance backed by the cloud
e Snowball

o Let UPS haul your data to AWS’s data center



Virtual Private Clouds

e Virtual Private Cloud (VPCQ)

o Subnets
m Route tables
m Internet gateways
m  Network ACLs
Elastic IPs
NAT Gateways
VPC Peering
o VPN

e Direct Connect
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Amazon Web Services Home

Your Account Help Sell on AWS Marketplace

Sign in or Create a new account

Shop All Categories - O Your Software

Desktop Apps

Software
Infrastructure

TIBC® Jaspersoft’

» Self-Serve Analytics for Amazon RDS, Redshift, and more
» Starting <$1/hour

Application
Development

Application Servers
Application Stacks

» Work with your data in minutes

Big Data

. +
Datahases & 1,000+ customers
Caching
Metwork LEARN MORE
Infrastructure

Operating Systems

Security Featured Products Operating Systems

Developer Tools Amazon Linux AMI

azon (HVM [ 64-bit)

@ TREND. |MPERVA e

o $0.0065 to $8.14/hr incl

lssue & Bug Tracking

TIBC% Spotfire

Maonitaring

Source Control
Testing

TIBCO Spotfire®
Analytics Platform

Trend Micro Deep
Security

SecureSphere WAF
AV1000 Gateway

EC2 charges

CentOS 7 (x86_64)

Business Software (H... Tend Micro V1.0 “PCentOS with Updates HVM
- : TIBCO Software, Inc. Starting from $0.01 per Imperva, Inc. Canite ora
0 = Centos.

s M e Starting from $0.74/ror  NOSUR for software $1.37/hr or $8,927/yr ol
Financial Services from $5,893/yr for usage for software

software + Charges for Free Trial
Collaboration EC2 with Windows _

Free Triol oracLe  Oracle Linux 6.7
Content Management LINUX Orbitera - Oracle

CRM

Starting from $0.06/hr or



Create Auto Scaling Group

more .

Key

Group
i]eparh’nerﬂ
Application

Status

Addtag 6 remaining

1. Configure Auto Scaling group details 2. Configure scaling policies

Value
WebServer
WebOps

EmployeePortal

3. Configure Notifications

Producton

4. Configure Tags 5. Review

A tag consists of a case sensitive key-value pair that you can use to identify your group. For example, you could define a tag with Key =
Environment and Value = Production. You can optionally choose to apply these tags to instances in the group when they launch. Learn

Tag New Instances (i
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& o
@ o
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Cancel Previous Review

Tagging




Managed Services



Relational Database Service
Amazon - vysaL =

MySQL Community Edition

MySaL is the most popular open source database in the world. MySQL on

it RDS offers the rich features of the MySCGL community edition with the
MySOL A . |
flexibility to easily scale compute resources or starage capacity for your
//.—,1 database.
L—,fiyj « Supports database size upto 6 TB.
MariaDB « Instances offer up to 32 vCPUs and 244 GiB Memary.

+ Suppors automated backup and point-in-time recovery.
+« Suppors cross-region read replicas.

ORACLE’
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Relational Database Service

Specify DB Details

Instance Specifications
DE Engine mysql
License Model |general-public-license

DB Engine Version 56.27

Review the Known Issues/Limitations to learn about potential
compatibility issues with specific database versions.

DB Instance Class |db.m3.xlarge — 4 vCPU, 15 GiB RAM

Multi-AZ Deployment |Yes

Storage Type |FProvisioned IOPS (SSD)

Allocated Storage” 100 =B

Provisioned IOPS 1000

L |



DNS - Route 53

e AWS Route 53 is managed DNS

o Nice Alias feature to dynamic resources inside AWS
o Traffic policy features



DNS - Route 53
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Elastic Map Reduce (EMR)

Amazon Elastic MapReduce (Amazon EMR) is a web service that enables businesses, researchers, data
analysts, and developers to easily and cost-effectively process vast amounts of data.

You do not appear to have any clusters. Create one now:

How Elastic MapReduce Works

Upload Create . Monitor

&
"to K
\..

Upload your data and processing Configure and create your cluster by Monitor the health and progress of

application to S3. specifying data inputs, outputs, your cluster. Retrieve the output in
cluster size, security settings, etc. S3.




Elastic Beanstalk

e Platform as a Service

Select a platform v
Select a platform
Preconfigured

Java

Node_js

PHP

Python

Ruby

Tomcat

s

Go
Preconfigured — Docker

GlassFish

Z0

Python
Generic

Docker

Multi-container Docker




API Gateway

An API call flow
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CloudFront

Mobile Apps

—

Websites

An Amazon AP| Gateway Call Flow




Elasticsearch




|dentity and Access Management (IAM)
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1. Admin creates role that grants
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-~ AWS Account
2. Developer launches an

instance with the role
3. App retrieves

role credentials
from the
instance

EC2 Instance —

4. App gets photos
Application

//“ using the role
\' credentials
’ L— Instance Profile ]
==
Role: Get-pics q
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Amazon 53 bucket
1. Admin creates role that grants photos
access to the photos bucket

Using roles inside AWS



Utilities

Simple Queue Service (SQS)
Simple Notification Service (SNS)
Simple E-mail Service (SES)
CloudWatch

CloudTrail

Simple Workflow Service (SWS)



Custom Services



RDS - Aurora

Amazon Aurora

Aurora
Amazon Aurora is a high-performance, MySQlL-compatible,
enterprise-class database at a tenth the cost of commercial

R databases.
« Up to 5 times the throughput of MySGQL.
« Upto 15 promotable Read Replicas with less than 10 ms lag.
« Upto 64 TB of Auto Scaling storage replicated over multiple
MariaDB Availability Zones.

Cancel




Select blueprint
|_ a | | I b d a Blueprints are sample configurations of event sources and Lambda functions. Choose a blueprin

and customize as needed, or skip this step if you want fo author a Lambda function and configure
otherwise noted, blueprints are licensed under CCO.

Y Filter All languages
All languages
Mode js 0.10
i i Mode js 4.3 _tri
s3-get-object-python . s nge-triggered
An Amazon 33 trigger that retrieves An AWS Config rule that is triggered by
metadata for the object that has been configuration changes to EC2
updated. instances. Checks instance types.
python2Y -s3 nodejs - config
microservice-http-endpoint node-exec
A simple backend (read/write to Demonstrates running an external
DynamoDB) with a RESTTul API process using the Node. js
endpoint using Amazon APl Gateway. child_process module.
nodejs - api-gateway nodejs



Data Pipeline
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Kinesis

e Real-time data stream analytics

Redshift

e Data warehousing



CLI and API



wuigp@ll:[-hure acowell] aws help

A B a8 ™
AWS ) AWS ()

NAME
aws -
DESCRIPTION . ; ' o
The AwS command Line Interface is a unified tool to manage your AWS

aws [options] <command> <subcommand= [parameters]

ic command.

=h

Use aws command help for information on a speci

OPTIONS .
——debug (boolean)

Turn on debug Togging.

—endpoint-url (string)

override command’'s default URL with the given URL.
—no-verify-ss1 (boolean)

override default behavior of verifying 55L certificates.
——no-paginate (boolean)

Disable automatic pagination.

——output (string)

The formatting style for command output.
o json
0 Text

o table

——query (string)

1]

4 IMESPath guery to use in filtering the response dat



s/config | tr

ws/credentials




AVATL ABLE SERVICES
o autoscaling

o cloudformation

o cloudses

o cloudsearchdomain
o cloudtrail

o cloudwatch

o cognito-identity
0 cognito-s

o configure

anscoder

o elb

o help

o 1am




voin001l: [/home/acowell] aws ec2 help

c2() EC2()
NAME

ec? -
DESCRIFTION

amazon Elastic Compute Cloud (Ama rovides resizable computing
capacity in the Amazon web Services (Aws) cloud. Using Aamazon EC2 elim-
inates your need to invest in hardware up front, so you can develop and
deploy applications faster.

AVATI AELE COMMANDS
0 accept-vpc-peering-connection

o allocate-address
o assign-private-ip-addresses

ssoCciate-address

=]
[T}

1

o
7]

r

ssociate-dhcp-options

1

oCiate-route-table

=]
ol

55

r

1]
o

o attach-internet-gatew

v

o attach-network-interface

o attach-vpn-gateway

o authorize-security-group-egress
0 authorize-security-group-ingress
o bundle-instance

o cancel-bundle-task

o cancel-conversion-task




ec? describe-instances tr 0-9 X

guin@Oll:[-

"Reservations": [

ownerId": ”wwwwwxxxxxxx”_
"peservationId": "r-xxbrooxc"
“Groups™: [],

"Instances™: [

hah1tar1ﬂu & 1) .
"state": 'd1sah19d'

PLP11cEr5N:'e'1 null,
"Sta tc 1
code™: 304,
"Name": "running"

EhJOpt1.14¢d fals
"LaunchTime" N,
PLb11c_p4ddress :
"PrivateIpaddress”
PrudlLtLade iz []
pl_d'
“St teTrar 5

”GFGLPN““E' 5 erTesting”

"Groupid"

i
"ClientToken™: "oHzhsx
"subnetrd": “subnet-ao0ooc
'InstanceType’: "txX.small"
"NetworkInterfaces": [
"status”: "in-use",
"sourcebDestCheck" :
"wpcId”: "wvpc-
"Description”:
"Association™:
”PLhTic‘p
‘PublicDnsNa
_poﬁner:d“:

network interface”,

R0 00K 30 3000
: null,

AZ0Nn
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hoto}

Boto 3 - The AWS SDK for Python

Boto3 is the Amazon Web Services (AWS) Software Development Kit (SDK) for Python, which allows Python developers to
write software that makes use of services like Amazon S3 and Amazon EC2. You can find the latest, most up to date,
documentation at Read the Docs, including a list of services that are supported.

Quick Start

First, install the library and set a default region:

$ pip install boto3



Restore Glacier objects in an Amazon S3 bucket

The following example shows how to initiate restoration of glacier objects in an Amazon S3 bucket, determine if a restoration
is on-going, and determine if a restoration is finished.

import boto3

s3 = boto3.resource('s3")

bucket = s3.Bucket( 'glacier-bucket"')

for obj sum in bucket.objects.all():
obj = s3.0bject(obj sum.bucket name, obj sum.key)
if obj.storage class == "GLACIER":

# Try to restore the object if the storage class is glacier and
# the object does not have a completed or ongoing restoration
# reguest.

if obj.restore is None:
print(’Submitting restoration request: %s' & obj.key)
obj.restore object()

# Print out objects whose restoration is on-going

elif 'ongoing-request="true"' in obj.restore:
print('Restoration in-progress: %s' % obj.key)

# Print out objects whose restoration is complete

elif 'ongoing-request="false"' in obj.restore:
print{ 'Restoration complete: ¥s' % obj.key)



Infrastructure as Code



CloudFormation

https://s3.amazonaws.com/cloudformation-templates-us-east-
1/WordPress Single Instance.template



https://s3.amazonaws.com/cloudformation-templates-us-east-1/WordPress_Single_Instance.template
https://s3.amazonaws.com/cloudformation-templates-us-east-1/WordPress_Single_Instance.template
https://s3.amazonaws.com/cloudformation-templates-us-east-1/WordPress_Single_Instance.template

Infrastructure
as Code

MANAGING SERVERS IN THE CLOUD

Kief Morris




AWS as a Platform



amazon
webservices



Serverless Computing

L B

AmazonAP|Gateway Lambda

beta.aws.cowell.org Stage: dev $LATEST
demo.aws.cowell.org Stage: prod
) Amazon

DynamoDB



SERVERLESS

7 FRAMEWORK

THE SERVERLESS APPLICATION FRAMEWORK

POWERED BY

Illl
SERVERLESS.COM sfamazon

¥ webservices™




The End



